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Back to the Future:
“Today, after more than a century of electric 
technology, we have extended our central 
nervous system itself in a global embrace, 
abolishing both space and time as far as 
our planet is concerned.”

—Marshall McLuhan, Understanding Media, 1964
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This White Paper provides an outline of the benefits and 

challenges associated with the deployment of collaborative 

social media technologies and how the visible work product 

arising from its use can enrich formal systems of record.  

The White Paper suggests recommended best practices 

associated with the implementation of collaborative social 

media applications that complement already in place 

systems of record.

“Resistance is Futile”
We are witnessing a fundamental and pervasive transformation of how 
social media technology accelerates business interactions, fosters innovation 
and engenders customer loyalty.  Social media transcends geographic and 
organizational barriers.1  We truly live and work in a “global village”2 where 
interactions are instantaneous and “where people participate in the economy 
like never before”.3  For example, a recent survey found that 64% of Canadian 
businesses track their brand perception through social media, 70% of Canadians 

use social media and 52% of Canadians use social 
media for work related activities.

Social media defies traditional hierarchies.  It 
challenges the conventional wisdom of top down 
strategic management principles.  The shift is to 
“peer production... where the collective knowledge, 

capability and resources can be mobilized much more than a firm acting 
alone...”.4   Mass collaboration is characterized by a culture of sharing and by 
a conviction that a virtual network of peers can more effectively accelerate 
innovation while at the same time yield enormous financial rewards.  Mass 

1  In 1990 only 0.25% of the world’s population was a cell phone subscriber and only 0.05% 
used the Internet. In 2010, these numbers have increased to 4 billion people—or 67% of 
the world’s population subscribing to mobile services and close to 2 billion or 26.6% of the 
world’s population using the Internet.

2  Marshall McLuhan, Understanding Media, 1964.

3  http://www.6smarketing.com/survey-sayscanadians-are-crazy-about-social-media-2/

4  Don Tapscott and Anthony D. Williams, Wikonomics, How Mass Collaboration Changes 
Everything; Penguin Books 2010.

The age of mass collaboration 
has arrived where information 
flow knows no boundaries.
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collaboration embraces Metcalfe’s law which states that “the power of the 
network increases exponentially by the number of [users] connected to it.”5  
Advances in social media technologies provide businesses with unprecedented 

insights to consumer preferences while 
government agencies are empowered with 
powerful tools to tap into constituency 
perceptions and attitudes.

However, the application of social media 
technologies create management challenges.  
At one end of the spectrum is regulatory 
oversight imposed on organizations, both 
private and public, that requires rigorous 
practices to collect, manage and preserve 
business information.6  At the other end 
of the spectrum is an equally important 
desire to foster more persistent interactions 
with customers and partners where the 
flow of information is preferred to remain 
unencumbered from stringent controls.

There are legitimate reasons for concern 
as social media proliferates within the 
enterprise.7  Inappropriate use and 
inadvertent disclosure of information using 
social media may result in unintended 
consequences that could expose 
businesses to loss of reputation, civil suits 
and in extreme cases criminal liability.  
Moreover, social media is a discoverable 

source of information.8  If not properly subjected to clearly articulated 
and communicated retention and disposition policies9  and in the absence 
of effective controls businesses may be burdened with onerous production 
costs in the event of litigation and discovery requests arising thereunder.10  

5  Metcalfe`s Law, Web 2.0 and the Semantic Web, http://www.cs.umd.edu/~golbeck/
downloads/Web20-SW-JWS-webVersion.pdf.

6  Uniform Electronic Evidence Act, The Canada Evidence Act, Personal Information and 
Electronic Evidence Act.

7  Alexander Stille a commentator on the information age observed that “one of the great 
ironies of the information age is that while the late twentieth century will undoubtedly 
recorded more data than any other period in history, it will also most certainly have lost 
more information than any previous era.”

8  Disclosure of Information on Social Networking Sites, Patrick M. Commons, 
New York Law Journal Vol 246. No. 56 p.3.

9  “If it exists it is discoverable”.

10 Discovery represents, on average, from 30% to 70% of the total cost of litigation.

Social Media Adoption by  
Fortune 100 Companies
The proliferation of corporate engagement in social media. 
Data was collected between November 2009 and January 2010 
among the top 100 companies of Fortune’s Global 500.

���

���

���

���

���

���

���

���

���

���

���

���

�������

��������

�������

����������
����

���� ������ ����

Source: Burson-Marsteller, The Global Social Media Check-up.

“The power of the network 
increases exponentially 
by the number of [users] 
connected to it.” 

—Metcalfe’s Law
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A leading analyst firm projects that “at end of 2013 half of all companies 
will have been asked to produce material from social media websites for 
e-discovery needs, so enterprises need an overall governance strategy for all 

applications and information used on 
social media platforms.”11  

It is therefore not surprising that 
businesses and governments alike 
are challenged by the proliferation 
of social media use within their 
organizations.  A survey of Canadian 
companies shows that lack of 
resources to maximize value from 
the application of social media is a 
major concern: “While the majority 
of Canadian companies are engaging 
in social media, most of them aren’t 
combining the two fundamental 

pillars– posting information and monitoring what people are saying– with 
enough frequency to build lasting relationships with their customers...”.12  
Some filter and restrict the use of social media technologies altogether and 
others impose strict controls.

However, businesses are starting to embrace social media.  A recent 
coverage of social media trends by SC Magazine, a leading on line IT 
security publication13, interviewed the Chief Information Security Officer of 
Intel following their implementation of corporate wide social networking 
platform to accelerate innovation through mass collaboration.  For Intel, 
having such a platform was an indispensable competitive resource.  Rather 
than resisting the inevitable a decision was made to move forward on the 
premise that “...Information is going to flow just like the traffic wants to 
flow.  When you put in artificial blocks, like a traffic light, people may just 
blow by the red light... If we give them that freedom of expression but 
within the boundaries of our code of conduct then your risk is less if you 
enable it ahead of your users so that they can do their work in their form.”14   

11  Gartner, Inc., http://www.gartner.com/it/page.jsp?id=1550715

12  http://www.sas.com/offices/NA/canada/en/news/preleases/social-media-2011.html

13  http://www.scmagazineus.com/about-us/section/125/

14  http://www.scmagazineus.com/about-us/section/125/

Primary Concern with Web 2.0
More than $11 billion was lost by organizations surveyed due to 
security incidents caused by Web 2.0 technologies.
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Source: McAfee, Web 2.0: A Complex Balancing Act.

“At end of 2013 half 
of all companies will 
have been asked to 
produce material 
from social media 
websites for e-discovery 
needs, so enterprises 
need an overall 
governance strategy 
for all applications and 
information used on 
social media platforms.”

—Gartner, Inc.
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By “running toward the risk”15, Intel developed a proactive corporate governance 
strategy with an overarching goal of mitigating risk while at the same time 
engendering employee productivity, fostering innovation and sustaining customer 
loyalty.  The use of social media is similar to any other artefact of communication. 
As was observed by a leading analysts firm, “Policymakers need to keep policies 
simple when it comes to what should and should not be done online.  A good 
rule of thumb is that whatever the company code of conduct is for in-person 
encounters, and whatever the rules are for general good behaviour and common 
sense, those rules should apply in the online world as well.”16  

Social Media in the Public Sector: 
The New Frontier
A recent study noted that “...The emergence of social media tools is a 
relatively new phenomenon, and federal agencies are actively exploring ways 
to capitalize on the popularity of these tools to internally collaborate and 
to engage citizens and stakeholders...”.17  Use of social media continues to 

15  http://www.scmagazineus.com/about-us/section/125/

16  http://www.csoonline.com/article/677621/social-media-compliance-rules-lacking-
gartner-says

17  http://observgo.uquebec.ca/observgo/fichiers/57504_GRI%201.pdf

“Policymakers need to 
keep policies simple 
when it comes to what 
should and should not 
be done online. A good 
rule of thumb is that 
whatever the company 
code of conduct is for 
in-person encounters, 
and whatever the rules 
are for general good 
behaviour and common 
sense, those rules 
should apply in the 
online world as well.” 

—Gartner, Inc. 

Organizational Sentiments 
Relating to Social Media Use

Does your organization block 
employee access to social networking 
sites, such as Facebook, Twitter and 
MySpace?

Does your organization allow access 
to social networking sites, such as 
Facebook, Twitter and MySpace for 
certain groups of employees?
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Source: SC Magazine IT Professional.
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gain momentum within the public sector.  Social media applications may be 
grouped into four general categories18:

   More persistent engagement with constituents to disseminate 
information, and solicit comments19; 

   Internal collaboration within agencies and departments to 
promote knowledge sharing20; 

  Collaboration between agencies; and

   General use of social networking to promote affinity groups 
between employees of various agencies and departments.

Within the Canadian Federal Government social media has found fertile 
ground to flourish across many departments and agencies.  Under the auspices 
of Treasury Board the vision for the application of social media is “enabling all 
public servants to connect, contribute and collaborate in support of service 
excellence.”21  Applications span internal and external uses.  The primary 
impetus behind the adoption of social media, as articulated by Treasury Board, 
is to improve “the way services are delivered, collaborating with citizens, 
building a more agile and innovative public service, as well as accepting the 
economic reality that government is challenged to do better with less.”22  
Particularly in a climate where governments are under pressure to reduce 
expenditures the value of social media is evident.  “Government leaders 
around the world are beginning to understand that increasing access to public 
data can fuel unforeseen economic and social benefits.  In many jurisdictions, 
government data is now being viewed as a public asset to be leveraged by 
citizens, businesses and communities.”23

As with any other disruptive24 technology there are a number of potential 
challenges to overcome.  The increased adoption of social media is no exception.  
It has an indelible impact on the creation, management and disposition of such 
fluid and dynamic content.  The report by the U.S. National Archives and Records 

18  http://www.archives.gov/records-mgmt/resources/web2.0-use.pdf

19  Challenge.gov is a web site that provides financial incentives to citizens for solving 
government problems.

20  GCpedia government-wide wiki launched 2008.

21  Government of Canada Web 2.0 and Social Media Opportunities and Challenges, 
National Executive Forum on Public Property, May 2010.

22  http://www2.canada.com/news/national/feds+expand+social+media/3931751/story.
html?id=3931751

23  http://www2.canada.com/news/national/feds+expand+social+media/3931751/story.
html?id=3931751

24   Disruptive technology is a term coined by Harvard Business School professor 
Clayton M. Christensen to describe a new technology that unexpectedly displaces 
an established technology.

Within the Canadian 
Federal Government 
social media has found 
fertile ground to flourish 
and proliferate across 
many departments and 
agencies. Under the 
auspices of Treasury 
Board the vision for the 
application of social 
media is “enabling 
all public servants to 
connect, contribute and 
collaborate in support 
of service excellence.”
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Administration National Records Management Program relating to “Federal 
Web 2.0 Use and Record Value, 2010” underscores a fundamental concern 
“about the public’s perceptions and expectations about the longevity of Web 2.0 
content.”25  Once published citizens may expect the information to be available 
permanently.  If removed, it may create a perception of lack of transparency. 

Another policy challenge relates to the very nature of social media content. It 
is largely ephemeral in nature, characterized by many-to-many interactions 
which brings into focus determination of the circumstances under which it ought 
to be deemed as a record.  This was accentuated by the U.S. National Archives 
and Records Administration report which recommended among other things 
that consideration ought to be given to “clarifying how a definition of a Federal 
Record applies to Web 2.0 content.”26  In this context policy considerations and 
legislative mandates may require a determination of the business, evidentiary 
and informational value of the social media content that would dictate 
preservation of the content in accordance with the Section 12(1) of the Library 
and Archives of Canada Act, Financial Administration Act, The Privacy Act and 
the Treasury Board Directive of Record Keeping.27  

Yet another challenge in the application of social media is its inherent transient 
nature which may represent a vexing problem for records managers: “Social 
media presents unique challenges because of key differences between them and 
other electronic systems”28  as summarized in the table herein:

25  http://www.archives.gov/records-mgmt/resources/web2.0-use.pdf

26  http://www.archives.gov/records-mgmt/resources/web2.0-use.pdf

27  The Treasury Board Directive on Record Keeping § 3.3 stipulates that “information 
resources of business value include published and unpublished materials regardless of 
medium or form, that are created or acquired because they enable decision making and 
the delivery of programs, services and ongoing operations, and support departmental 
reporting, performance and accountability requirements.”

28  www.socialware.com

Standards 
based

Pace of 
change

Corporate 
controls Audience Content 

oriented
Activity 
oriented

E-mail/
IM

Yes
Little to 

none
Yes

Tightly 
controlled

Yes No

Social 
Networks

No Weekly No
Viral 

network-
based

Yes Yes

Source: Reprinted with permission from Socialware, the Social Middleware Company. (www.socialware.com)

The report by the 
National Archives 
and Records 
Administration 
National Records 
Management 
Program relating to 
“Federal Web 2.0 
Use and Record Value, 
2010” underscores a 
fundamental concern 
“about the public’s 
perceptions and 
expectations about 
the longevity of 
Web 2.0 content.”
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Of particular import are corporate controls relating to the content to be 
preserved within social media applications.  “As the complexity of social 
media becomes greater, the ability to capture and preserve content will also 
become more complex.”29  

Recently Treasury Board released the “Guideline for External Use of Web 2.0”30  
that provides recommendations “for personnel on the use of Web 2.0 that 
addresses expected behaviours, benefits, risks and consequences for all types of 
potential use...”  It is designed to mitigate potential risks arising out of statutory 
obligations and misuse that may give rise to legal liabilities.31  Accordingly, the 
Guidelines contain a comprehensive set of principles based recommendations 
relating to governance32, planning33 and rules of engagement34 for official 
and personnel use.  

Some argue that the Treasury Board Guidelines are so exhaustive that they may 
deter government employees from fully leveraging its value.  However, there are 
sound policy considerations for the broad scope of the Guideline.  Social media 
communications are viral in nature.  In the absence of comprehensive guidelines 
the dissemination of information through social media may have unintended 

consequences.  It 
may infringe upon 
privacy rights.  It 
may be misconstrued 
as conveying official 
government policy 
as opposed to 
private views.  It may 
contravene legislative 

mandates and statutory obligations.  It may adversely impact government’s 
reputation.  It may create challenges for preservation of the information as an 
information resource of business value.  Because it’s instantaneous and pervasive 

29  http://www.archives.gov/records-mgmt/resources/web2.0-use.pdf

30 http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?section=text&id=24835 

31 Section 3.3

32  Section 4.1 which recommends that each department designate a “senior official” 
responsible for the development of “clear and succinct” communication of social 
media policies, developing consistent best practices, terms of use and providing 
access to Web 2.0 technologies and services. 

33  Section 4.2 recommends that departments should develop a business plan associated 
with the deployment of Web 2.0 technologies, including a risk assessment, compliance 
with legislative mandates such as ATIP, The Official Languages Act, identity 
management and preservation of content deemed to be an information resource of 
business value. 

34  Section 4.3 suggests development and communication of policies relating to Web 2.0 
etiquette, obligation arising under the Values and Ethics Code for the Public Service 
and risk mitigation relating to copyright infringement, privacy, accessibility and 
discrimination.

“As the complexity 
of social media 
becomes greater, 
the ability to 
capture and 
preserve content 
will also become 
more complex.”

—Patricia Franks

Social media communications are viral in nature.  
In the absence of comprehensive guidelines 
the dissemination of information through social 
media may have unintended consequences.
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nature the use of social media technologies must be subject clearly articulated 
and communicated guidelines.  The Treasury Board Guidelines embody prudent 
principles embraced by subject matter experts across many jurisdictions.  The 
report “How Federal Agencies Can Effectively Manage Records Created Using 
New Social Medial Tools” recommends that agencies should “develop a social 
media policy that addresses security, privacy and communication issues to 
minimize risk to staff who use social media on behalf of the agency on the agency 
itself.”35  The report goes on to suggest specific recommendations with respect to 
empowering departments to make use of social media technologies:

•   “Don’t block social medial because of perceived risk”;

•   “Develop social media policies that...address records 
 management considerations”;

•   “Automatically capture and classify social networking data”; and

•   “Determine how social media records will be downloaded for
 temporary and permanent retention.”

The Patricia Franks study of “How Federal Agencies Can Effectively Manage 
Records Created Using New Social Media Tools”36 identified a number of 
technological challenges associated with the capture, management and 
preservation of social media content: 

   The dynamic and transient nature of social media content; 

   Portability and interoperability between social media tools 
and systems of record; 

   The risk of losing data as part of a migration plan; and

   Consistent meta-data tagging capability is lacking.  The report concludes 
that these technological challenges “have the potential to duplicate 
efforts, create silos and result in solutions that may be sufficient in the 
short-term but that do not meet long-term results.”37 

35  Patricia Franks, How Federal Agencies Can Effectively Manage Records Created Using 
Social Media Tools.  http://observgo.uquebec.ca/observgo/fichiers/57504_GRI%201.pdf

36  http://www.archives.gov/records-mgmt/resources/web2.0-use.pdf

37  http://www.archives.gov/records-mgmt/resources/web2.0-use.pdf

Useful Resources
•  How Federal Agencies Can 

Effectively Manage Records 
Created Using New Social 
Media Tools
http://observgo.uquebec.ca/observgo/
fichiers/57504_GRI%201.pdf

•  A Report on Federal Web 2.0 
Use and Record Value
http://www.archives.gov/records-
mgmt/resources/web2.0-use.pdf

•  Enterprise 2.0: The Dawn of 
Emergent Collaboration.
http://adamkcarson.files.wordpress.
com/2006/12/enterprise_20_-_the_
dawn_of_emergent_collaboration_by_
andrew_mcafee.pdf

•  aiim.org
http://www.aiim.org/Research/Market-
Intelligence

  http://www.aiim.org/Research/
Industry-Watch/Social-Business-2011

•  arma.org

•  nickbontis.com
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To address these challenges it may be useful to consider the following best 
practices relating to the use of social media:

•   If the content published in a social media platform is also managed in a 
system of record or official web site maintained by the department then 
such content may be treated as transitory in nature and therefore not a 
record subject to retention and disposition processes;

•   Implement a process to automatically capture and classify metadata 
associated with social media content and integrate with or export it to 
the formal systems of record;

•   Monitor terms of use relating to third party social media platform in order 
to ensure compliance with statutory requirements and record preservation 
and disposition processes;  and

•   Utilize web crawling software to take snapshots of the content.

Enterprise 2.0: 
The Way Forward
One may infer that social media applications and systems of record, such as 
enterprise content management applications are pulling in opposite directions 
as shown in the diagram below:
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Source: Seth Earley, Early & Associates.
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Social media wants to be free, perhaps only subject to principle-based controls, 
while systems of record by their very nature need to be subject to controlled 
processes.  Social media is designed to facilitate collaborative knowledge 
creation processes, while systems of record are designed to transform that 
inchoate, subjective knowledge into re-usable best practices in the form of 
explicit knowledge.  Such explicit knowledge is deemed a corporate asset 
with inherent business and informational value which must be preserved and 
protected as a record.38   

There are regulatory39 and business imperatives40 that necessitate coalescence 
of social media content with enterprise content management.  Increasingly, 
developed economies are knowledge-based.  Research shows that nearly” 80% 
of the market value of the S&P 500 in 2010 could be attributed to intangible 
assets, up from 68% in 1995 and 32% in 1985.”41  This means that intangible 
assets such as process capital, knowledge-based best practices and in-process 
R&D need to be systematically captured, managed and measured as they 
significantly contribute to the financial and competitive strength of businesses.42   

Are the chaotic processes of social media and controlled processes that 
characterize enterprise content management diametrically opposed in nature 
or can they intersect and complement each other?  Andrew McAfee of Harvard 
Business School in a paper titled Enterprise 2.0: The Dawn of Emergent 
Collaboration makes the case that “Enterprise 2.0 technologies have the 

38  A “record” is defined as “Information, regardless of medium or format, that has value 
to the organization” per Sedona Conference®, “Information created, received and 
maintained as evidence and information by an organization or person in pursuance of 
legal obligations or in the transaction of the business” per ISO 15489-1.

39  Sedona Canada Principle Addressing Electronic Discovery, A Project of the Sedona 
Conference® Working Group 7 (WG7) Sedona Canada, Principle 1 “Electronically stored 
information is discoverable”.  The Canada Evidence Act stipulates that an electronic 
record is deemed as “data that is recorded or stored on any medium in or by a computer 
system or other similar device.”  The Personal Information Protection and Electronic 
Documents Act states that an electronic record is “data that is stored on any medium in 
or by a computer system or other similar device and that can be read or perceived by a 
person or a computer system or other similar device.” Social media content falls into the 
definitions referenced herein. As such they may be deemed as a record so long as they 
are “created, collected, received or transmitted during the normal course of business” 
and have business, informational and legal importance.

40  For publicly traded companies in the U.S. the Sarbanes-Oxley Act of 2002 makes it a 
criminal offence to “corruptly or knowingly alter, destroy, mutilate, conceal or cover 
up information with the intent to impede or obstruct federal authorities.”  Apart from 
regulatory oversight social media content that has demonstrated business value. As 
Thomas Stewart in his book Intellectual Capital and a noted commentator on knowledge 
management best practices observed: “knowledge is more valuable and more powerful 
than natural resources, big factories or fat bankrolls”.

41  http://www.reuters.com/article/2011/09/02/us-usa-tax-intangibles-
idUSTRE7811Z720110902

42  Recent examples include Google’s $12.5 billion bid for Motorola Mobility Inc. and 
the value placed on Nortel’s wireless patents through the recent auction that 
yielded $4.5 billion.
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potential to usher in a new era by making both the practices of knowledge work 
and its outputs more visible.”43  By making the work product arising from what 
appears to be chaotic collaborative processes more visible44, McAfee argues that 
such processes can in fact enrich and make formal systems of record much more 
useful and effective in the management and preservation of business critical 
content that social media generates.  He identified six areas where social media 
technologies can add value to systems of record.  He uses the acronym “SLATES” 
to describe the six areas of value-add:

•  Search: While more advanced natural language and semantic45 analysis 
of unstructured content is useful to find relevant documents, user defined 
tags or metadata, more prevalent with social media applications may 
enable more efficient searching46 and may provide a more accurate way to 
generate taxonomies within a system of record;

•  Links: The Google metaphor of establishing relevance by the frequency 
of links between web pages is an inherent characteristic of social media 
applications.  As such, user generated links to content are a good predictor 
of what may be relevant and define what business critical content ought to 
be managed and preserved in a system of record;

•  Authoring: Particularly group authoring using wikis can generate work 
in process and final versions can be integrated with and uploaded to a 
system of record;

•  Tags: User generated tags that provide context tend to result in better 
categorization of content which can aid the records function within a system 
of record.  McAfee refers to categorization based on user generated tags as 
“folksonomy” which is in “some ways the opposite of a taxonomy, which is 

43  Andrew McAfee, Enterprise 2.0: The Dawn of Emergent Collaboration, MIT Sloan 
Management Review, Spring 2006, Vol.47 No.3.

44  Andrew McAfee defines Enterprise 2.0 as “those platforms that companies can 
buy or build in order to make more visible the practices and outputs of their 
knowledge workers.”

45  Allows specification of words within a search and which will expand to related terms 
and/or concepts. For example, the search for motorcycle may return related documents 
that include references to vehicles, safety and accident.  Based on the search results the 
result list of relevant documents may be clustered and classified such that it may be 
used in a system or record for retention and disposition purposes.  The value of natural 
language searching is that the result list may contain relevant documents that otherwise 
may be not be found using more restricted searching such as keyword based searches.

46  Keyword-based searching is a technique used to locate documents based on specific 
words or phrases specifically mentioned in the documents.  Key word searching may 
be based on a particular structure of a document such as header information such as 
subject, title or keywords within the body of a document.  Within a social media context 
keywords are typically user generated . They ascribe certain attributes to documents 
created as useful or important and therefore may be more accurate from a relevance or 
business value perspective. 

“Enterprise 2.0 
technologies have 
the potential to 
usher in a new era 
by making both 
the practices of 
knowledge work 
and its outputs 
more visible.” 

—Andrew McAfee
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an up-front categorization scheme developed by an expert”.  
This by no means intended to usurp taxonomies but rather augment it 
with what subject matter experts in their respective areas of domain 
knowledge consider as relevant for categorization purposes. 

•  Extensions: a characteristic of digital marketing tools that proactively 
“suggest” related content based on consumer buying preferences 
provide a useful tool for developing contextual associations between 
content types; and 

•  Signals: while user generated tags improves document relevancy when 
new content is added it can be burdensome for end users and records 
administrators alike.  Automated notifications can obviate the need for 
labour intensive reviews and which can automate the update process 
within a system of record. 

McAfee makes the compelling argument that “Enterprise 2.0 technologies are 
subject to network effects; as more people engage in authoring, linking, tagging 
the emergent structure becomes increasingly fine-grained.  This suggests an 
intriguing possibility.  It has historically been the case that as organizations grow 
it becomes more and more difficult for people within them to find a particular 
information resource... Enterprise 2.0 technologies, however, can be a force in 
the opposite direction... Their different approaches to structure do not mean that 

Enterprise 2.0 technologies are incompatible with 
older ones.  They can be added to... platforms 
already in place.”47   

The prospects of coalesce between social media 
and enterprise content management does 
not mean a seamlessly integrated platform.  
Rather, it will likely consist of a heterogeneous 
environment creating challenges in managing it, 

reducing potential silos and minimizing overlap.48  There are many dimensions to 
implementing an Enterprise 2.0 application which may include migrating existing 
applications, integrating social media tools into existing systems of record, or 
a co-existence strategy with multiple applications.  However the advice of a 
leading industry analyst firm is: “Don’t build a content architecture without a 
business content strategy, following the strategic direction of the business.”49

47  Andrew McAfee, Enterprise 2.0: The Dawn of Emergent Collaboration, MIT Sloan 
Management Review, Spring 2006, Vol.47 No.3.

48  Surveys indicate that 31% of organizations have 20 or more content management 
repositories, AIIM 2009.

49  Gartner, Inc.

“Enterprise 2.0 
technologies are 
subject to network 
effects; as more people 
engage in authoring, 
linking, tagging the 
emergent structure 
becomes increasingly 
fine-grained.” 

—Andrew McAfee

“Don’t build a content architecture 
without a business content strategy, 
following the strategic direction of 
the business.” —Gartner, Inc.
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Integrating Enterprise 2.0 capabilities with existing systems of record should 
be approached in a broader context of how it will empower the organization to 
maximize value from the use of its intellectual capital.  A systematic approach 
based on an assessment of an organization’s intellectual capital assets may 
be a useful step in the implementation of effective Enterprise 2.0 strategies.  A 
potentially useful starting point is Gartner, Inc.’s Intellectual Assets Taxonomy 
Model as illustrated in the diagram below.
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The Intellectual Assets Model consists of five elements that re-enforce the 
relationship between people (human capital), best practices (process capital) 
and interactions with customers, partners and constituencies (customer capital).  
The ability to maximize value from human, process and customer capital 
requires five key components:

•  The Knowledge Workplace:  How are employees empowered to 
innovate, collaborate with each other, with the extended enterprise and 
with external constituencies?  What types of social media tools would 
be most useful to support the organization?  Information governance 
strategies relating to the use of social media must be developed.  In using 
social media everyone is to some extent a records manager.  Clear policies 
with respect to the preservation of social media content that has business 
value, informational value or legal significance ought to be preserved in 
accordance with the organizations formally communicated document 
retention and preservation policy. 

•  Information Management and Access:  This constitutes formal 
systems of record such as a document management repository (DM), 
records management RM), web content management (WCM) and 
integrated enterprise content management applications (ECM) as well as 
other applications such as document capture, digital asset management 
(DAM) and search (KM).  In this context a determination should be made 
as to enterprise wide ECM standardization.  Should there be one ECM 
platform, or a co-existence strategy between multiple ECM systems that 
suits the need of different functional areas.  Should there be a decision for 
the latter consideration ought to be given to de facto ECM interoperability 
standards such as OASIS and CMIS50 that provide Web 2.0 based 
interoperability between disparate ECM applications and federated records 
management initiatives.51

•  E-Commerce:  This relates to processes and systems that support 
customer and constituency interactions.  To what extent are such systems 
integrated with systems of record, privacy-related issues, auditing, quality 
control and feedback.

•  Process Knowledge:  This encompasses both human and process 
workflow that automates error prone and repetitive tasks in the processing 
of transactional content relating to case management, correspondence 
management, document recognition, extraction and classification 

50  http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=cmis

51  “Federated records management is the ability to establish, execute, and enforce a 
common records policy across distributed, heterogeneous records repositories, using a 
set of standards that provide interoperability for functions such as search, collection, 
identity and access management, retention and disposition, and other functions 
throughout the life cycle of a record.”
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of content.  This element requires identification, development and 
implementation of process workflows, user profiles, access privileges, 
authentication, central administration of workflow with distributed 
configurations, integration with social media reporting, performance 
monitoring and management dashboards. 

•  Intellectual Capital Management:  This component focuses on 
the human dimension associated with the effective management of 
intellectual capital.  How is the organization aligned with the corporate 
mission and objectives?  How is it measured and optimized.  Research 
clearly shows that systematic investments in human capital and economic 
growth yields “an economy with a larger stock of human capital capable of 
creating more knowledge will experience faster growth.”52  

Enterprise 2.0 Adoption Model
Enterprise 2.0 technologies provide the potential for accelerated innovation 
and productivity improvements achieved through network effects.  Recent 
research by McKinsey concludes that “The imperative for business leaders 
is clear: falling behind in creating internal and external networks could be a 

critical mistake. Executives need to push 
their organizations toward becoming fully 
networked enterprises.”53  

The study shows that a commitment to a 
networked organization through the adoption 
of Enterprise 2.0 capabilities yields tangible 
benefits.  Of the 3,290 executives interviewed 
the preponderant majority indicated that use 

of Enterprise 2.0 technologies significantly reduced their operating expenses 
while at the same time considerably improved innovation cycles.54

52  http://artsci.wustl.edu/~econ502/Romer.pdf and http://www.statcan.gc.ca/pub/
11f0027m/2010062/aftertoc-aprestdm2-eng.htm

53  http://www.orangetrail.com/mckinsey-highly-networked-companies-clearly-
outperform-others/

54  McKinsey, in their recent report have identified benefits also, as well as noting their 
popularity within the sampled population.
77% Increased Access to Knowledge.
60% Reduced Communication Costs.
52% Increased Speed of Access to Internal Experts (Expertise Discovery).
44% Decreased Travel Costs.
41% Increased Employee Satisfaction.
40% Reduced Operational Costs.
29% Reduced Time to Market for Products.
28% Increases Innovation.
18% Increased Revenue.

Source: McKinsey.
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Enterprise 2.0 requires a transformational undertaking that spans cultural, 
process, technology and governance dimensions.  First, a determination 
ought to be made as to the cultural readiness to leverage the value of 
Enterprise 2.0 technologies.  A study by Deloitte Research55  found that one 
of the most challenging barriers within the public sector is cultural in nature in 
that “most governments are not set up to be collaborative and work still tends 
to be done in silos”:

55  Deloitte Research, Web 2.0: The Future of Collaborative Government.

���

���

���

��

���������������������������
�������������������������
��������������������������

��������������������������������������������
������������������������

���������������������������
����������������������

���������������������

������������������������������������

�� ���������������������������������������
�����������������������������

�� ��������������������
����������������������������������������������

Source: Deloitte Research.



19

Infusing a cultural transformation is a daunting task however it is a policy 
imperative, as a new generation of “Millennial” workers are entering the 
workforce.  They are Web 2.0 savvy and assume that their prospective 

employers– private and public sector organizations– 
are committed to the power and ubiquity of Web 2.0 
technologies.  However such a shift is not likely to occur 
spontaneously as “most of the barriers that prevent 
knowledge from flowing freely in organizations– 
power differentials, lack of trust, missing incentives, 
unsupportive cultures, and the general busyness of 
employees today– won’t be addressed or substantially 
changed by technology alone.”56  The Deloitte Research 
suggests that “despite all the challenges, government 

agencies that want to harness the collaborative power of Web 2.0 can choose 
from among a broad range of strategies that fall into five categories: leadership, 
workforce organization, business case and governance.”57  The objective is to 
gradually introduce incentives that empower organizations to shift to a proactive 
culture based on highly targeted initiatives with a high likelihood of successful 
outcome while at the same time mitigate risk in terms of information governance.  

Second, an Enterprise 2.0 readiness should be undertaken.  Table 1 provides an 
assessment tool in the form of a questionnaire to assist in the determination of 
Enterprise 2.0 readiness.  The questionnaire is designed to score responses in 
accordance with the criteria in table 2.  Third, the results may then be mapped 
back to table 2 to determine Enterprise 2.0 maturity. 

56  http://blogs.hbr.org/davenport/2007/03/why_enterprise_20_wont_transfo.html

57  Deloitte Research, Web 2.0: The Future of Collaborative Government.
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The objective is to gradually 
introduce incentives that 
empower organizations to shift 
to a proactive culture based on 
highly targeted initiatives...

Source: Oscar Berg, www.thecontenteconomy.com
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Table 2. Maturity Levels Defined by Key Characteristics

Level State Characteristics

1 Unmanaged

The enterprise does not formally manage content.  Distributed 
share drives and local hard disks serve as document stores, 
resulting in redundant data, inability to find content, and high 
levels of rework and end user frustration.

2 Incipient

Functional or project driven approaches emerge to managing 
some subsets of content.  Various technologies (e.g., DM, 
Collaboration) and competing/redundant products are 
deployed, but remain poorly used and insufficiently applied. 

3 Formative

The enterprise has inventoried content and put plans, policies, 
and procedures in place, but remains in the process of 
implementing them– likely over several years.  Multiple projects 
are underway, but risk conflict and failure in the absence of a 
broader strategy.  Notions of information lifecycle management 
begin to get incorporated.

4 Operational

Content is managed pervasively throughout the enterprise–
albeit in diverse systems.  Applicable retention schedules have 
been applied to all critical electronic content.  The enterprise 
has also figured out what content not to manage, and has made 
space for social/collaborative content management as well.

5 Pro-Active

Content management functionality is available broadly as a 
shared service and is viewed in the context of a broader services–
oriented effort.  The enterprise can procure and incorporate 
new content technologies (such as Social Media) as needed, 
and plug into a flexible architecture to serve the business.  Solid 
understanding of core information management issues and key 
business drivers allows the enterprise to be more agile in he 
roll–out of new services.   

Source: http://creativecommons.org
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Key Take Aways 
to check off 
implementation 
steps and 
measure success.

Enterprise 2.0 
Action Plan Summary

 1.   Apply the Intellectual Assets Model to align human, process 
and customer capital that promotes the corporate vision for a 
networked organization;

 2.   Complete an Information Management gap analysis of the 
organization’s readiness to support an Enterprise 2.0 based culture;

 3.   Assess the technology infrastructure particularly the balance to 
be struck between Enterprise 2.0 collaborative applications and 
formal systems of record;

 4.   Develop a consistent corporate file plan, taxonomy, meta-data 
structure that empowers the organization to proactively promote 
rigorous corporate information governance, retention and disposition, 
security, privacy policies and legislative mandates regardless of content 
type and location, including the assessment of the viability of federated 
records management best practices;

 5.   Implement and propagate clearly articulated Enterprise 2.0 principles 
based guidelines designed to protect organizational reputation;

 6.    Plan for potential preservation requests in the event of litigation 
through a clearly communicated and enforceable document retention 
and disposition policy coupled with supporting document classification 
and e-mail threading technologies that reduce duplication and 
minimize the volume of information that may be the subject of 
ediscovery requests; and 

 7.   Deploy Enterprise 2.0 technologies in a phased manner focusing 
initially on “quick wins” that demonstrate value to the organization and 
ensure alignment with formal systems of record.

The shift to Enterprise 2.0 based networked organizations is inevitable. 
“Resistance is futile”– “The choice facing firms is not whether to engage and 
collaborate but determining when and how. Now that people have access to 
tools they will use them – for their own ends and on their terms... And with the 
speed at which these communities move, the time to act is now...”58

58  Don Tapscott and Anthony D. Williams, Wikonomics, How Mass Collaboration 
Changes Everything; Penguin Books 201.



About the Author
Andrew is Executive Director of 
Enterprise Content Management.  
In this capacity Andrew provides 
thought leadership in the application 
of content enabled technologies 
with particular focus on Information 
Management best practices relating 
to Information Governance, Data 
Privacy and e-Discovery.  Andrew is 
a speaker at various industry events 
and seminars on subjects ranging 
from document process automation 
and enterprise content management.  
Andrew is a member of AIIM, the 
Forbes CMO Council and of the Legal 
Marketing Association.  Andrew holds 
a Bachelor of Arts from Concordia 
University, Montreal and a Masters 
of Law from Northwestern University 
Law Center, Chicago.

Andrew may be reached at 
AndrewP@coradix.com

CORADIX Technology Consulting Ltd.
151 Slater Street, Suite 1010 
Ottawa, Ontario K1P 5H3

Tel: 613-234-0800
Fax: 613-234-0988
www.coradix.com

Copyright © 2011. 

This document is copyrighted material. 
Under copyright law, no parts of this 
document may be reproduced without 
the expressed permission of the author.


